
GLOBAL FILE CACHE 

Dropping File Servers 
from your Budget
Discover how to centralize and consolidate file servers 
while delivering unparalleled performance from the 
cloud to your distributed enterprise
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Foreword

When our customers asked us to help 
them migrate distributed file servers to the 
cloud, we imagined a solution that would 
deliver a robust enterprise infrastructure in 
any major hyperscaler, delivering an almost 
Utopia-like service that could:

be implemented in minutes—even with 
terabytes and petabytes of storage;

require no special skills to  
set up and manage—even for  
mission-critical applications;

embrace the patented feature set that 
has made NetApp the #1 branded storage 
operating system in the world;

run incredibly fast—and in most cases, 
faster than on-premises;

and do all of this without changing user 
experience or workflow, regardless of where 
in the world they may be.

We knew that we could take Cloud Volumes and extend it with our Global File Cache™ software to drive 
unprecedented results for our customers. We help global enterprises solve challenges around distributed 
file storage by centralizing corporate file data into any of the major hyperscalers, with the speed, resiliency, 
and support that NetApp has become known for.  

This eBook explores specifically how our industry ultimately created the sprawl of distributed file shares 
that dominate enterprise architectures today, why these distributed environments have become massive 
productivity and performance roadblocks, and how you can address this problem easily with us.

We love working with both our customers and our hyperscaler alliance partners to solve tough challenges, 
and this new service – Global File Cache – is truly amazing.

We hope you enjoy the read. Feel free to reach out to us at any time if you want to explore some of the 
concepts we have raised in this eBook. 

Charles (Chuck) Foley
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In the Beginning, There Was the Mainframe

The history of enterprise computing has 
been one of outward expansion. Most of us 
are familiar with the advent of computers, 
when users inside large organizations were 
tied to their mainframes and terminals. 
All of this changed with the emergence of 
Personal Computers (PCs).

PCs allowed users to work locally on their 
own files and applications. As the business 
PC became more commonplace, there was 
greater pressure to share data between 
users, leading to the addition of specialized 
computers, or file servers, to hold, manage, 
and share files with others. This led to the 
advent of the Client/Server paradigm.
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The Evolution of Client/Server

The Client/Server revolution was a boon 
for many organizations. It unfettered larger 
enterprises from their mainframes and 
lowered the barriers to entry for smaller 
organizations, allowing them to leverage 
enterprise technologies. Chief among the 
enterprise workloads was the addition 
of centralized repositories of files. As 
these organizations grew and expanded 
nationally and, eventually, globally, the 
servers went with them, bringing the data 

and server-level controls closer to the users 
so they did not need to move data across 
slow Wide Area Networks (WANs). Soon, 
organizations were managing massive 
IT infrastructures that spanned data 
centers, regional locations, and the world. 
This growth brought with it a series of 
management challenges, and nowhere was 
this felt more acutely than in file storage 
and data management.
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A Practical Example

Let’s imagine the challenges faced by one 
global engineering firm in particular. As a 
young company, the firm had one location 
and one set of file servers where CAD 
files, project plans, and office documents 
were all stored centrally. This made file 
management simple for their IT team. It 
was easy to securely access and back up 
files by leveraging directory services, since 
they were all in one location. Some of the 
files, particularly the CAD files, were tens or 
even hundreds of GBs in size, so larger and 
faster storage hardware and networking 
components were added to make the 
system usable for the engineers.

However, as the firm expanded to other 
locations, they brought more servers into 
the mix. Because WAN links between sites 
were too slow to allow central access of the 
CAD files, they added file servers at each 
location to make files more readily available. 
In the beginning, projects tended to be 
local, so all file-sharing occurred between 
engineers at the same location, with only 
the odd file shared back to the larger 
corporate data centers. 
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The Under-the-Desk (or in a closet) File Server

Unfortunately, as the number of servers 
increased, so did the maintenance 
challenges and risks. Some locations 
had no issues. They were large enough 
to have dedicated server rooms and IT 
staff. However, the firm also expanded into 
smaller markets, where the offices were 
often in a shared space, with a small staff. 
Those locations stored servers in unsecured 
locations (like under an engineer’s desk 
or in a coat closet). The smaller offices did 

not have dedicated IT staff and relied on a 
single, all-purpose IT consultant or remote 
teams for file security and backups. Sadly, 
this meant that backups were not always 
regular (or perhaps even non-existent), 
and, if there was a backup, the tapes were 
likely stored right next to the server they 
were backing up. Eventually, the firm had 
dozens of isolated server locations around 
the world—independent islands of data with 
their own stewards. 
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Collaboration, Search, and Performance Roadblocks

The firm’s geographic presence, which 
drove its growth as an international entity, 
also caused further issues with their 
file shares. The company began to win 
international contracts that could leverage 
prior art, so their users needed access to 
not only their local files, but files stored in 
other remote offices, as well. Now, though, 
there were multiple islands of files stored 
on numerous file servers around the world. 
Accessing files became much more difficult, 

as it meant navigating across file shares 
on globally distributed file servers. Also, 
due to the size of project files and the 
unreliability of Wide Area Networking in 
some countries, the firm had to spend a 
great deal of time replicating files between 
locations to shorten file access times. This 
added to the users’ burden because they 
now had to worry about which files to 
replicate, managing different file versions, 

and determining which copy was the most 
recent. The alternative was to continue to 
use the old system and subject users to 
slow file access times, effectively forcing 
them to spend most of their time waiting to 
access the files.

Fast-forward to today, and the firm’s file 
management problems are only worsening 
as they consider moving to the cloud.

The Requirements of a Modern Cloud-based File System

Consolidate  
Storage

Protect 
Data

Reduce Cost & 
Complexity

Key Drivers for a Cloud-based File System
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 A Cloud-based File System Dream

The firm we have referenced above realized its need for a proper cloud-based centralized  
file system. They needed the advantage of a centralized file store that is:

• organized in a way that allows all users to 
find and access the files they need;

• virtually secure, granting each user 
permission to access the files they need, 
and protecting those same files from 
unauthorized access;

• physically secure, to ensure that 
important data is not put at risk by 
having a server or backup tape stolen;

• data coherency-aware, to guarantee that 
if one person is working on a file, no one 
else can access it and overwrite changes;

• simple to use, yet offers sophisticated 
access control; no user should have to 
question if the file on a server is the “most 
recent” version;

• able to easily revert to an earlier version 
of a file;

• able to present the files logically and 
intuitively to end users, saving them from 
having to search across multiple shares 
and multiple servers;

• non-disruptive to workflow, with folder 
trees appearing as if local, allowing users 
to find their files easily using tools they 
are familiar with, just as if they were 
located on a server in the user’s own 
office;

• a performance dream: users must be able 
to access their files just as fast as they 
would if the files were stored on a local 
file server on-premises in their office.

The above is what a modern centralized file system solution needs to look like in order to 
meet the demands of an advanced global enterprise.

In the next few pages, you will be introduced to Global File Cache. Global File Cache is  
the award-winning storage consolidation service that allows you to centralize and  
consolidate corporate file data into the cloud. Cloud Volumes is NetApp’s family of secure, 
scalable file services in the cloud (any cloud), and is currently one of NetApp’s fastest 
growing areas of business.

Together, they comprise the industry's leading file server consolidation solution.

GLOBAL FILE CACHE™ /NETAPP

CUSTOMER STORY

Watch how a modern file-based 
system is changing the game for 
Architecture, Construction and 
Engineering companies

https://tv.netapp.com/detail/video/1671858418167470298
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The Best Solution for Globally Distributed Organizations

Today’s globally disparate organizations 
have a clear need for a cloud-based, 
centralized file system. This system 
must centralize files into a cloud 
platform and provide immediate access 
to that data locally, even to hundreds 
of globally distributed locations. 
As enterprises move more of their 
data to the cloud, the challenge of 
achieving this is only compounded.

Global File Cache, together with Cloud 
Volumes, allows organizations to meet 
both challenges. These services combine 
to provide the best of NetApp’s high-
performance file storage technology, your 
choice of robust and redundant public 
cloud, and NetApp’s industry-leading global 
file access technology.

Global File Cache is not a file management 
system—that is the function served by 
Cloud Volumes. Instead, Global File Cache 
is the vehicle that allows users visibility 
and access to this central, cloud-based 
file store, regardless of where they are. 
Its proprietary technology allows it to 
speed up access to files, independent of 
the location of the file share. This means 
that the IT team has one place to perform 
data management, backups, availability, 
cyber security, and audit and compliance.
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It All Starts with Centrally Managed Files

In order to deploy Global File Cache in 
the enterprise, the IT team must first 
consolidate their distributed files from all of 
their remote file servers into a centralized 
instance in Cloud Volumes. NetApp’s 
Cloud Sync makes this fast and easy. 
Administrators can then define the folder 
structure in the file manager and configure 
permissions on the files and folders. This 
offers huge advantages for IT.

First, by creating the single central file 
store in Cloud Volumes, the overall storage 
infrastructure footprint is reduced from a 
large network of independently managed 
servers around the world to a single, 
centralized storage system. This is very 
different from having distributed file stores 
at each location, as the entire system can 
be managed from the centralized cloud 
platform. This means fewer servers that 
need to be physically secured, powered, 
networked, cooled, and maintained, which 
drastically reduces IT and upkeep costs 
across the board. 
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Can You Say Redundancy?

When a drive fails, it is the organization’s 
responsibility to replace it. If a network 
switch or a SAN controller goes 
down, users will be unable to work 
until they are restored. This means 
either user aggravation, potential 
data loss or downtime, and often 
leads to the need to purchase more 
expensive, redundant systems. 

With the public cloud, all these concerns 
are removed. There are no more disks and 
SANs to manage, no cooling and physical 
security to worry about. The hyperscalers 
add their own redundancy, taking care of 
all of this and in many cases providing a 
99.99% uptime guarantee (backed by an 
SLA). This represents a huge savings in 
infrastructure costs for most organizations, 
and a much lower level of risk.
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Democratized Storage—Everybody Gets Platinum

Cloud Volumes, delivered as a service in 
the cloud of your choice, adds intelligence 
to your file stores in order to help IT protect 
the user against a variety of common issues. 
The snapshot feature adds to IT’s ability to 
meet both their Recovery Time Objective 
(RTO) and Recovery Point Objective (RPO), 
by protecting loss of enterprise data due 
to accidental deletion or overwriting, as it 
provides users with the ability to restore 

files back to the desired state. NetApp’s 
Cloud Backup can be simply turned on 
to provide full backup capability for your 
file server data. Further, a centralized 
Cloud Volumes data footprint for the 
organization also enables stronger, more 
streamlined auditing for compliance needs, 
such as HIPAA, PII, GDPR, and other local 
government regulations. It’s as simple as 
turning on the Cloud Compliance feature. 

To do this in a distributed world would 
require the added cost and burden 
of deploying this type of audit and 
compliance technology to each individual 
location, from multiple vendors… 
and supporting it indefinitely. 

“The joint solution, delivered as a cloud-native service based 
upon Cloud Volumes, adds more intelligence to your file 
stores, allowing for better backup and versioning to help IT 
protect users from themselves.”
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How NetApp Makes Cloud-consolidated File Sharing  
a Viable Solution

Once the central file service is 
implemented, Global File Cache now 
goes to work by providing what we 
refer to as the Global File Cache Fabric. 
This means installing an instance of the 
software on a Windows VM in the cloud 
connected to the Cloud Volumes shares: 
this is the Global File Cache Core. At each 
location, Virtual Machines (also running 
Windows Sever 2012 R2 or higher) are 
installed to present local visibility into the 
cloud-resident file shares, and are known 
as Global File Cache Edge Instances. 

Each of these Edge instances uses 
intelligent file caching to keep often-used 
data close to the users. Every Edge instance 
is connected to the central Core and 
employs local encryption, compression, 
and file differencing to allow seamless, 
high-speed access to centrally-managed 
files, massively simplifying on-site 
data management for IT teams.

The Global File Cache Cloud Architecture
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How It All Works Together

The easiest way to explain how the 
Global File Cache technology brings this 
solution together is by going back to the 
engineering firm example from the previous 
section. Let’s now assume that a Project 
Manager in London is working on a large 
global project.

The files are stored on Cloud Volumes in 
the U.S. East region, closest to the firm’s 
head office. Some of these files are tens or 
hundreds of GB in size. When the Project 
Manager opens a file, the Global File Cache 
Edge in London contacts the central file 
share and requests the file be opened in 
Cloud Volumes. The act of opening the file 
initiates all the usual activities:

• The permissions are checked to ensure 
that the PM can access the file.

• The file is locked so that others cannot 
change it at the same time.

• An audit of the file access is recorded for 
compliance tracking.

However, what happens next is not usual.

From a performance perspective, we do 
not want to move large files from the East 
Coast of the US to London, and with Global 
File Cache that is not required.  

 
Discover the power of Global File 
Cache in this demonstration video.

https://tv.netapp.com/detail/video/1671858418405442282
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Let’s assume that the PM is attempting to 
open a 50 GB file but only 1 MB of data  
in the file has changed since the cached 
copy was created. In this case, only the  
1 MB will be sent from the cloud to London. 

Suppose that an engineer in Cairo wants 
to open the same file at the same time.

That engineer will be notified, as would 
be expected, that the file is in use, and is 
given the option to be notified when the 
current user editing the file is done, or to 
open a read-only copy. When the London 
PM hits Save and closes the files, only the 
changes made are sent back (differenced) 

Before it opens the 
file, Global File Cache 
checks to see if a copy 
exists in the local cache.

If it does not, Global 
File Cache sends a copy 
across the network 
using an optimized 
protocol that moves 
files up to 10x faster 
than conventional 
file operations.

If the file is in the 
cache, Global File 
Cache checks, at the 
block level, to see if the 
cached copy is the same 
as the authoritative file 
in the Core.

If it’s not, Global File 
Cache only sends 
any changes made 
to the file since it 
was last opened.

to the cloud-resident data center. The 
Cairo engineer then receives a message 
that the file is available; when that person 
accesses the file, the Edge will then pull 
just those most recent changes and merge 
them with data in the cache, presenting 
the most current version of the file. To 
the London PM and the Cairo engineer, 
this process is completely seamless.

NetApp has found that, due to the 
intelligent cache algorithms, in roughly 80% 
of file access requests the files were already 
in the local cache, which massively speeds 
up user experience because little if anything 
is required to transit the network. Also, it is 

not necessary to only load the cache  
on demand. If the business knows that  
a group in a remote location will be  
needing specific files, it is possible to 
schedule a pre-population of those 
files in the cache ahead of time so the 
users do not experience any initial 
delay as new files are loaded into the 
cache. This is particularly useful if the 
population can be moved to off-hours.

Managing files in a globally distributed 
world has it challenges, but with Global File 
Cache and Cloud Volumes, organizations 
can continue to centralize files while 
lowering risk and gaining all the benefits 
of a centralized cloud platform.
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The Benefits of Cloud Volumes and Global File Cache

A consolidated file storage environment 
that leverages the benefits of the public 
cloud and the scalability and performance 
from an enterprise storage service

A reduced storage infrastructure footprint 
at distributed locations, through intelligent 
file caching

Significant cost savings in the hardware 
and management aspects of providing file 
services to distributed users

The ability to leverage the enterprise-class 
scale, flexibility, and security of Cloud 
Volumes’ resident data across all users, 
regardless of location, both on-premises 
and in-cloud

Increased flexibility and agility through 
enhanced global collaboration

Enhanced security, by removing the risk 
of data loss/leak at distributed locations 
through error, disaster, and intrusion

Assured compliance, by adding  
auditing to sensitive files

Enhanced performance of a distributed 
network, with the file management benefits 
of a centralized file store; never worry about 
which file is “most current”

Cloud Volumes and Global File Cache combine technologies to deliver file server  
consolidation in such a way that you get an unparalleled file management experience  
that no other vendor can provide, including:

Next Steps

With Cloud Volumes and Global File Cache, NetApp can address challenges 
in your storage environment and reduce your storage costs across the board. 
Take advantage of our free customized Cloud Consolidation ROI model to see 
how much time and money you can save by leveraging Global File Cache and 
Cloud Volumes to centralize your data and consolidate your infrastructure.

You can also contact us on our 
website at https://cloud.netapp.com/
contact-cds and learn more about 
how Global File Cache addresses 
enterprise data storage challenges.

https://cloud.netapp.com/global-file-cache/roi
https://cloud.netapp.com/contact-cds
https://cloud.netapp.com/contact-cds

